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User-Centric Symptoms

» Show Application/Network Speed
» Leggy Video Calls

« Choppy VolP Quality

¢ Intermittent Network Problems

Hardware & Physical Layer
» Check Network Switches/Routers « Check Network Switches/Routers
» Test connectivity » Test connectivity
* Resolve loose Cable * Resolve loose Cable
* Cool Down HW » Cool Down HW

Software & Configuration
» Update Firmware and Software .
» Network Segmentation .
+ Split Horizon .

Network Performance Indicators
 High Latency RTT 1
+ High Packet Loss t
+ High Jitter t

Firmware Software
Monitoring Routing Changes
Control Load Balancing

 Link Flapping
+ Service Degradation
+ Network Congestion

Security & Access
» Check Client Credentials
* VPN Client Software
* VPN Server Status
* VPN Connectivity Problems

Bandwidth & Performance

» High Bandwidth Usage
» High CPU Overload
» Network Device Errors

Hardware & Other
* Hardware Faults
» Wireless Interference
» Optical Cable Noise

« Software Conflicts/Overheating

» Configuration Change
Management Failure

‘/‘ + Web Connectivity Failures
» ACL Configuration/NAT
» Cabling Faults/Noise

* Interface Configuration Errors

Routing Check

DNS & IP Issue o
,A « Network Monitoring

* DNS Issue

 IP Address Conflicts

» Addressing Mapping Errors
» Misconfiguration

* Log Analysis
» Cable/Connector Checks
* Device Testing

Advanced Analysis

» Environment Assessment Check
» Software Version Check

+ |IP Address Conflict Check

» Packet Analysis/Traffic Analysis
* Load Balancing Check

Policy & Audits

+ QoS Policy

» Software/Firmware Updates
* Routing Protocol Analysis

Connectivity & Routing
* Routing Table/Routing Problems
» STP Failures of Loops
» Neighbor Issues

» Security Measure
» Firewall Configuration
* Regular Audits
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SQL : :
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l SNMP/Netconf/Rest/gNMI/Streaming Telemetry

ReaI—timeC ................................................

Link Info. |Port Statistics | Flow Status

Flow Latency | Traffic Matrix

Physical Network
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E Improve Accuracy
Efficient Operation

Low Accuracy

Enhancing Generalization
Synthetic Reduced Costs
Data Improve Decision Making
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% Inventory

Network H[O|E| =E/X%E Pipeline 74

@ 7 of|oje] mto|2}ol (END-TO-END DATA FLOW)

@ =3 (COLLECT)

@ #HZ 2 (RAW)

@ Ci|o|E{ HA| (CLEANSE)
gNMI Syslog

@ Network SoT
Bulk API Data Stream

® Twin App
f sFlow Updater \ f
) e )

sFlow DB \
. Flow H|0JE] & Flow E2§T S
OTEL Collector

SNMP

Auto Operation

2 2153}
\ J \_ %

. )
Elasticsearch Nautobot Updater Nautobot (SoT)

- B}

/& H|oJEf (Raw)

Device - Interface
Cable - Metric OH%!

Fault Detection
Device - Interface - Cable

Device / Interface Metric

of &1
\_ J
Syslog Updater \ ( Syslog DB

2O A - 2R3}

Fault Prediction

oK o=
Y -

PostgreSQL O|HIE =71
\_ / \_

C SNMP / gNMI / rSyslog >

Physical Network

SONIC 7|8F Multi-Vendor 22| 2| - Switch #1, #2, #3




E AL LHE @ YEQZ EQ e HEA AL

HIOJE] MEA|ARC| YRS B850 752 U E{ A0 Chst &4, 2, 6= 7|
DA AH|A B2 AEAAR T

MEAJAH R

Network Twin(NT) Applications Basic Modelling

Access Network Element Model (Switch, Router, IPS/IDS)
Core Network Element Model (Router, LB, Controller)
Mobile Network Element Model (5Gcore, RAN, UPF)

Functional Modelling

Network Type Model (Access, Core, Mobile)

Modeler Subsystem

Operation Fault Fault Prediction Model
Model Detection Instances
Instances Instances

Network Network

Perf.
Monitoring

=

O State Error g
g. viooie | Emulation 2 Fault Diagnosis/Detection/Prediction

Traffic Fault Tvoe & (1)

Analysis Analysis p Verify -

Mobile
Topology

Closed-loop Feedback Control for Automated Changes

y /4
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Network Twin Applications i
I
I

Requirements I Reports
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Instance Instance
Functional
Models

Instance

l Validation Request
I Change Control
‘ Validation Result

Element

Element

1
“
St
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Basic
Models

Element Element

Synthetic
Data

Element Element

Decision Making

Configuration Adapter
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Network Twin(NT) Applications

Requirement Report 1

Manager Subsystem
Topology Management
Create
o § Model Management
8
® | Report
Model Pool
ve. — 74

Twin Visualization

Multi-dimensional Topology Visualization
(Per-route, Per-flow, Symptom, )
Multi-level Topology Visualization(Overlay, Underlay)

Topology Visualization by Network Type
(Access, Core, Mobile, Data Center)

.1l 3-8 7|4 Models Lifecycle Management

Basic/Functional Model Pool

Basic/Functional Model Lifecycle Management
& QAR 78 ModelE 28

ZgtE Model&2] Instantiation

Model Lifecycle for Operational Application
Model Lifecycle for Fault Detection/Prediction

0000

g

14
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Network Twin(NT) Auto EI[I 3= Fault > Fault
Applications Operation D_ Detection .....-T Prediction

B 288 A=533E
Requirement HOELR| AHES 282
B 20oS =3 S8
sNbT Datta NT Modeler Subsystem NT Manager
upsystem
L4 Operation Fault Fault Subsystem
Model Detection Prediction
Instances Instances Instances
Col gy =8-&2| Requirement/ReportE 2I5t Interface 7H&
o o ZHHErZ| Requirement/ReportS 2[8t Interface 7HE
g' Error Perf. oy ZI0H0i= Requirement/ReportE I8t Interface 7H
W Monitoring Monitoring
o Fault Fault
g- Analysis Analysis Inference Rk .
o Configuration Adapter
Netconf/YangE £3t 22| Y E3 Change Interface
In-band OAM ControllerZ &2t Change Interface

Configuration Code Verification/Validation

Configuration Adaptor

l Control
VU

Collect T
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« BX
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- Realnetwork &= EEZX| T =X

S|
- EEZZX|, C|HIO|A configuration HE % HIZHEZ| HE £7 2 &E

ESE7 YAML

host2

- dX EESEX WY

100.1.1.2/24 SKB 200.1.1.2/24
SONIC-VS
SONIC-VS E8 100.1.1.1/24 EER | £8 200.1.1.1/24
~
" S
Linux container

E4 70.1.1.1/24

Linux container E12 7n.1.1& AS 333

e E8 11.3.1.2/24

S ]
0 11.1.1.2/24 1
m 411.2.1.2/24 [—]
'S / ~ E8 11.2.1.1/24 \
Eab m,_f.i 8 11.1.1.1/24 m — £811.3.1.1/24 )

t ( &) % [ 48

E0 11.1.2.1/24 E4 11.1.3.1/24 E0 11.2.2.1/27‘1!.2.3.1/24 E0 11.3.2.1/24 E4 11.3.3.1/24
’ hY

2227y Container I Container Container
2}57:
SONIC e SONIC Linux Host

E16 11.1.2.2/24 E16 11.1.3.2/24 E16 11.2.2.2/24 E16 11.2.3.2/24 E16 11.3.2.2/24 E16 11.3.3.2/24

4 > VIP 11.1.5.1/24 o El2gegm VIP  11.25.1/24 5
VIP 11141724 + 1.5, VIP 11241724 25. vie 11341724 SEE12 E12 ggp viP  11351/24
VIF-10 11.1.4.2/24 A VIF-10 11.1.4.3/24 VIF-10 11.2.4.2/24 VIF-1011.24.3/24 VIF-10 11.3.4.2/24 Phded  VIF-1011.3.4.3/24
VIF-20 11.1.5.3/24 z VIF-20 11.1.5.2/24 VIF-20 11.2.5.3/24 VIF-20 11.2.5.2/24 VIF-20 11.3.5.3/24 E8 E8 B VIF-20 11.3.5.2/24

EO Pc-01 11.1.10.2/24f | pc-0111.2.10.1/24 EO EO pc-01 11.1.10.2/24 | | pc-01 11.3.10.1/24E0 EO PC-0111.3.10.2/24

Tag 20 Tag 10 Tag 20

E8 E12

Tag 20 Tag 10

PC-01 11.1.10,1/24EQ Eth
Tag 10 a0 =

E8 E12

E

E12 | ~E8 | J E8 12~ E8
EO E4 E4 E0 E4 E0 E4 0 E4 E0 E4
vlan 20 vlan 20 Vvian 20 vlan 20 vlan 20 vlan 20
vlan 10 vlan 10 vlan 10 vlan 10 vlan 10

E12
EO

= =] = NEE=E

=, =, ==, =, ==, =, &=, S0 A, PR

g

11.1.4.4/24 11.1.5.4/24 11.1.45/24 11.1.5.5/24 11.2.4.4/24 11.25.4/24 11.2.4.5/24 11.2.5.5/24 11.3.4.4/24 11.3.5.4/24 11.3.45/24 11.3.5.5/24

2| M
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E% —_rl%t:‘ % EEZZX HZ - Configuration 278 - A|EH[0|4 M3 - HEf &0l ——
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EXQ MES 718t K8s 7hfoh QI ief 7= ! SONIC (VM O|OJA]) - KubeVirt2 POD Y0IM 75 SRLinux - cEOS - Linux host £ PODZ X & :
CNI (virtual network link
- ZiH[OJH, 7tat A HEHe| O] 7|Z NOS =8 ( :
o oSt irt 7|HE JFAF Al = K8s cluster K8s cluster K8s cluster olmat / A|S 0| M
= Tl — PO D, KU beVIFt | [ |-O D-I — __FLO A L& = OpenStack VM A L& = OpenStack VM 7 =T = OpenStack VM A8 33| ux
otd X| &
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- VxLan 7| |:|I_|-9_| 7|.)\|- |__” E o 23 |3 gjezl Xl% OpenStack VM 2{0] K8s 22|~ H - . ‘ ‘
OpenStack + Ceph AE - 2eAH 2LEHT

715} 718 Al E2|0]M Q1 =2} (OpenStack, Magnum, Kubernetes, KubeVirt)



yll A L8 g u=sgzsos
L E3 AlE8|0|E{E 0|8t EZS2A| MM (0f)

 EERX YA . EZZX| YAML 9| . AEHIOIE| CLIE 0|23 EERX| 7.5 U Sl

//11,1,1,2/24 name: tpg-etri-dtn-part-0727
topology:
nodes:
r-2:
cluster: etri-ns-cluster

<20 kind: sonic
o E8 11.1.1.1/24 image: registry.system/etri/net-sim/net-sim-registry/sonic-vs:202505
l ‘ startup-config:

memory: 4Gb
E0 11.1.2.1/24 E4 11.1.3.1/24 s
b-sw-1:
cluster: etri-ns-cluster
kind: sonic
E16 11.1.2.2/24 E16 11.1.3.2/24 image: registry.system/etri/net-sim/net-sim-registry/sonic-vs:202505
startup-config:

VIP 11.1.4.1/24 5.1 merln;ry: 4Gb
VIF-10 11.1.4.2/24 4.3 cpu:
VIF-20 1 1.5.3/24 ?

PC-01 11.1.10.1/24E0

E12 E12 VIP 1115,
:.: VIF-10 11.1.4, pu2
E8 E8 VIF-20 11.1.5.2 (lustér: etri-ns-cluster
PC-01 11.1.10.2 kind: sonic
image: registry.system/etri/net-sim/net-sim-registry/sonic-vs:202505
startup-config:

memory: 4Gb
Tag 20 o2

ESEX] Ro{E 0|8

Topology Name : tpg-etri-dtn-part-0727

Tag 10

”””””” b-h-1

links:
- endpoints: ["
- endpoints:
- endpoints
- endpoints
- endpoints: ["
- endpoints: ["
- endpoints: ["
- endpoints: ["
- endpoints: ["
- endpoints: ["

11.1.4.4/24 11.1.54/24 11.1.45/24 11.1.5.5/24 - endgaintg: .

- endpoints: ["

- endpoints: ["r-2:eth3", "o-s-T:eth1"]

b-13sw-2
b_sw.-1

=2

b_sw-2 b-h-3

b-13sw-1

b-h-4
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Olsfiato] C| 2|2 E219| &G|0[E|(SoT) S

Aol 222
0] b= SHHDIR]| AA R OFSO0{L = LLM 7|8F DTN 22| A|AEl

Generative Ul (Web App)

Generative Ul(Web App)
v
DTN Supervisor LLM AFBAP7} A{G1012 0| =5 i245t ZtE Yok QIE{H0]A
LLMO| &0l 22| Ul 24 (ZE, CH0|0] 1%, )& SHOR MMM HOoiTE WA

v

Operational Agents
i Analyze Agent
A .
4 DTN Supervisor LLM
+
OffH A2 5282 ZY

Monitor Diagnosis
Remediate Generative Ul Agent
AFEAL| o= £ 5liAf5t0] O O0|HEE
| B olojMESe| AutE E&l6 21T S (UI) &4
MCP Server
get_topology get_interface_stats get_failure_evidence ' ;Iég Agents
get_adjacency get_cpu_memory run_RCA
7| = |
get_flows get_recent_failures explain_root_cause 7|- 7|OO" |' ?—nglo EH (LLM)
. B Supervisor LLMOJ|A| Z|A|& HHO} OfFH =715 ALEER| BT
Engines B OlOIMET} 27 BO|EIS H2I5H7LE HASHA| OhT Ehé BEHYE 438
RCA Engine SoT Query
£ ! MCP Server: OfO|HESO0| & + A= =7 2
Engines: MCP7t ™S ZE6H &2 ALH/H0|E Xz2| S A
— SoT — Twin Network

Physical Network



. 2 L7 L @ Digital Twin Orchestrator

Digital Twin Orchestrator 0| 213} H

Twin Orchestrator  Dashboard

Hello! Ready when you are.

No anomalies right now. The agent will post an alar ere as soon as it detects one
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Accelerate resolution (MTTR)

Slash the time spent gathering context
and chasing dead ends. Move from

detection to remediation in record time.

Operations slow
when context is
siloed

Z24: Cisco
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Quicker time to innocence

Eliminate unaffected services and teams

sooner with evidence-backed
correlation. Stop the blame game and

focus only on what's actually impacted.

Higher operator leverage

Agents retrieve and correlate cross-
domain signals so your team can focus
on decision-making. One operator can
now manage the scope of work that
used to require a full team.

75% of MTTR*

Is spent finding the problem. The rest is fixing it.

Reduced cognitive load

Replace the swivel chair workflow of
fragmented dashboards and scattered
notes. Teams share one persistent
workspace that acts as the single
source of truth for the entire incident.

The issue isn't data volume, it's turning signals into decisions when context is fragmented across consoles

and handoffs.

*MTTR: mean time to resolution
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